Information and epidemic propagation dynamics in complex networks is truly important to discover and control terrorist attack and disease spread. How to track, recognize and model such dynamics is a big challenge. With the popularity of intellectualization and the rapid development of Internet of Things (IoT), massive mobile data is automatically collected by millions of wireless devices (e.g., smart phone and tablet). In this article, as a typical use case, the impact of network structure on epidemic propagation dynamics is investigated by using the mobile data collected from the smart phones carried by the volunteers of Ebola outbreak areas. On this basis, we propose a model to recognize the dynamic structure of a network. Then, we introduce and discuss the open issues and future work for developing the proposed recognition model. [4] has been extensively studied by network-enabled science, e.g., graph theory, network theory and probability theory. When information and epidemic propagation is modelled over networks, it is usual to assume that the propagation has the same probability over links. Even if different links have respective propagation probabilities, such modelling is not enough to reflect the real propagation pattern in the physical world. As the important feature of networks, network structure needs to be considered [5] . For example, the patterns of propagation are different in a scale-free network and a network with heavy-tailed distribution.
I. INTRODUCTION
Information and epidemic propagation dynamics [1] , [2] , [3] , [4] has been extensively studied by network-enabled science, e.g., graph theory, network theory and probability theory. When information and epidemic propagation is modelled over networks, it is usual to assume that the propagation has the same probability over links. Even if different links have respective propagation probabilities, such modelling is not enough to reflect the real propagation pattern in the physical world. As the important feature of networks, network structure needs to be considered [5] . For example, the patterns of propagation are different in a scale-free network and a network with heavy-tailed distribution.
It is an open issue whether the structure of complex networks underlies the propagation dynamics of information and epidemic [6] . Despite a lack of direct experimental evidence supporting such "structure-propagation" hypothesis, a number of theoretical studies have shown that the topological structure of complex networks (scale-free and small-world topologies) leads to markedly different propagation dynamics compared with the predicted by standard propagation models. For example, in the literature [7] , Michael Small et al. examine the global spatio-temporal distribution of avian influenza cases in both wild and domestic birds, and they find that the cases and the links between the cases during an outbreak form a scale-free network. It means that such avian influenza outbreak will continue to propagate even with a vanishingly small propagation rate. In contrast, with standard mathematical models of disease propagation [8] , the propagation of this avian influenza has been controlled and even has halted. It makes the best time to vaccination be missed, and the risk of second outbreak be increased.
Based on the above description, understanding the impact of network structure on propagation dynamics is very important, and recognizing the dynamic structure of a network is a gap for the previous studies of propagation dynamics.
This article reviews the advance of propagation dynamics, and then as a typical use case we investigate the impact of network structure on epidemic propagation dynamics based on the mobile data collected from the GPS-enabled wireless devices carried by volunteers ( Fig. 1 illustrates an example) . On this basis, we propose a model to recognize the dynamic structure of a network. Finally, open issues and future work are provided and discussed for developing the proposed recognition model. [9] . It can track everyone who came in direct contact with a sick Ebola patient. The collected data by this APP is shared with the WHO (World Health Organization), who is using information from hundreds of aid organizations to make big strategic decisions.
II. ADVANCE OF PROPAGATION DYNAMICS
It is important to understand the propagation processes arising over the networks with different structures, for example, knowledge mining: how a behaviour on a network with a special structure to impact the nodes of the network, and such understanding is helpful to model the behaviour as well. In recent years, there is an increasing effort to study propagation dynamics based on a variety of complex networks. Recent achievements can be divided into two categories based on different types of networks:
• Propagation dynamics on social networks [10] . On such networks, information is the main research target. Exponential and power-law models that reflect network structure have been widely used to model the dynamics of information propagation.
• Propagation dynamics on contact networks [11] . A contact network describes the real relationships among individuals/ecosystems in the physical world. Based on the real relationships from the physical world, the propagation dynamics on contact networks is different from the propagation dynamics on social networks. With the development of the IoT (Internet of Things) and the help of various sensors and wireless devices, some researchers have paid their attention to this propagation dynamics, and have obtained some achievements in: (i) the propagation of infectious diseases, and (ii) the propagation of contaminants. Analyzing and studying the dynamics of propagation among individuals/ecosystems can help us to understand and control the dynamic behaviours on these real networks. As an important aspect of propagation dynamics, the theoretical studies on the "structure-propagation" hypothesis are classified into two classes: information-related and epidemic-related propagation dynamics on respective complex networks.
As the important recent achievements in information-related propagation dynamics [1] , Jure Leskovec et al. obtain three interesting observations, along with tracking information propagation among media sites and blogs: (i) the information pathways for general recurrent topics are more stable across time than for on-going news events. It means that the former has a more stable network structure. (ii) Clusters of news media sites and blogs often emerge and vanish in a matter of days for on-going news events. From this observation, we can acquire that hub nodes (clusters) are existent in an information propagation network. As the key element to reflect network structure, the clusters are dynamically changed over time, and different information propagation networks are with different clusters. And (iii) major events, for example, large-scale civil unrest such as Libyan civil war and Syrian uprising, increase the number of information pathways among blogs, and also increase the network centrality of blogs and social media sites. Moreover, as a kind of harmful information propagation, malware/virus propagation dynamics is also an important research issue. Guanhua Yan et al. investigate the characteristics of malware propagation in online social networks based on a data set collected from a real-world location-based online social network, which includes not only the social graph formed by its users but also the activity events of these users. And further, they study the impact of social structure on malware propagation dynamics in online social networks. This achievement is to deeply understand the impact of online social network structure on malware propagation dynamics.
For the recent achievement in epidemic-related propagation dynamics [12] , Louis Kim et al. propose a parameter estimation method by learning network characteristics and disease dynamics. And this method is applied to the data collected during the 2009 H1N1 epidemic, and on this basis, they find the outbreak network is best fitted into a scale-free network. This finding implies that random vaccination alone will not efficiently halt the propagation of influenza, and instead vaccination should be based on understanding the propagation dynamics of epidemic with exploiting the special structure of network.
Moreover, as an important aspect of epidemic-related propagation dynamics, quantifying and predicting disease dynamics during epidemics is very important to public health in allocating public health resources and in responding to public health events. The infected number R can be used to quantify the disease dynamics during an epidemic. For studying the quantized disease dynamics, a wide range of methods have been proposed to estimate or predict the parameter R based on the assumptions of network structure, e.g., the contact networks for the spread of disease are best described as having exponential degree distributions.
However, network structure is time-varying along with the propagation of information and epidemic on the network. It is necessary to recognize the dynamic structure of such network. For example, for improving the accuracy of estimating and predicting for R during an epidemic in a network, the dynamic structure of the network needs to be mined.
III. IMPACT OF NETWORK STRUCTURE ON PROPAGATION DYNAMICS
As a typical use case, the impact of network structure on epidemic propagation dynamics is investigated based on the contact network of Ebola outbreak in 2014.
With the wireless communication devices held by volunteers of epidemic areas, the volunteers report new cases (confirmed and suspected cases), corresponding locations, and relationships between these cases, and then, these reported cases with corresponding locations can be used to build the contact network (an example is shown in Fig. 2) . During an epidemic, the network is timevarying along with the propagation of an infectious disease, with the order of time stamps of reports. The contact network can be modelled as a dynamic graph G t . The weight w {i,j} is the transmission probability (p {i,j} ) of a disease from vertex i to vertex j (on the corresponding edge e {i,j} ). 
B. Results and Analysis
To evaluate the impact of network structure on disease dynamics, the basic and important structural knowledge of networks, degree distribution, is measured for the contact network that is studied in this article.
In a network, the degree of a node is basic structural knowledge, and it indicates the number of adjacent edges of the node. The degree distribution is the probability distribution of degrees over the network. It gives the overall structural information of the network. For a real-world network, there are complex relationships among nodes. The degree distribution is helpful to characterize and model a real-world network. On this basis, the structural knowledge of a complex network can be acquired and formulated. The formulated knowledge can be used to analyze and solve network-related problems.
In this article, we analyze the degree distribution of the contact network acquired from the collected Ebola outbreak data, by conducting the maximum-likelihood fitting to fit the calculated degree distribution of the network into exponential, normal, poisson and power-law distributions, and calculating and comparing the estimated standard deviations and the estimated variancecovariance matrices of these fittings. Figure 3a illustrates the degree distribution of the contact network built by Ebola outbreak data. On Fig. 3a basis, for analyzing the degree distribution of contact network, maximum-likelihood fitting is conducted to fit the degree distribution into exponential, normal, poisson and power-law distributions, and then the estimated standard deviations and the estimated variance-covariance matrices of these fittings are measured to quantify "how many difference between two different distributions". The results of fittings are illustrated in Fig. 3b . (a) Degree distribution of the contact network built by Ebola outbreak data. There are 942 nodes and 938 edges in this network. The black spots are the probability distribution of nodes' degrees. In Fig. 3 , the results show that the degree distribution of contact network is approximate to the exponential distribution with λ = 0.50159915.
For different distributions, based on the maximum-likelihood fitting, the results of parameter estimation are listed as follows: (i) the rate parameter λ = 0.50159915 for the exponential distribution, (ii) µ = 1.99362380 and σ = 2.77914691 for the normal distribution, (iii) λ = 1.9936238 for the poisson distribution, and (iv) x min = 2 and α = 2.803973 for the power-law distribution. Table I shows the estimated standard deviations and the estimated variance-covariance matrices of these fittings. Comparing the estimated standard deviations and estimated variance-covariance matrices listed in Tab. I, the minimum standard deviation for these fittings is 0.01635166. This minimum standard deviation is corresponding to the exponential distribution with the rate parameter λ = 0.50159915.
However, based on the description of the network that is studied in this article, the contact network is time-varying along with the propagation of infectious disease. As an example, the analysis results of the subnetwork that is with 96 time periods of August 26th, 2014, are shown in Fig. 4 and Tab. II.
By the maximum-likelihood fitting for the subnetwork, the results of parameter estimation for different distributions are: (i) the rate parameter λ = 0.74796748 for the exponential distribution, (ii) µ = 1.33695652 and σ = 1.00841216 for the normal distribution, (iii) λ = 1.33695652 for the poisson distribution, and (iv) x min = 1 and α = 3.041947 for the power-law distribution. Table II shows the estimated standard deviations and the estimated variance-covariance matrices of the fittings for the subnetwork. From the fitting results for the subnetwork of August 26th, 2014, which are listed in Tab. II, the degree distribution of the subnetwork is approximate to the power-law distribution with x min = 1 and α = 3.041947.
Based on the above detailed analyses on the structure of networks, these two facts can be observed: (i) epidemic propagation shows high pertinency with network structure. It means that along with the propagation of disease during an epidemic, the extending of contact network is to follow a certain pattern. That is, network structure impacts the dynamics of epidemic propagation: the propagation dynamics is different on different networks with different structures. (ii) Network structure is time-varying during an epidemic (it makes a dynamic network).
IV. RECOGNITION MODEL OF NETWORK STRUCTURE How to recognize the dynamic structure of a contact network is a valuable research issue. It is important to quantify and predict the propagation dynamics during an epidemic. If the quantification and prediction can be achieved, it will be helpful to accurately allocate public health resources and respond to public health events.
Based on the analytical ability of Apache Spark [13] on Streaming Data and Graph, we propose the recognition model of network structure. The workflow of this model is illustrated in Fig. 5 .
In this model, the input stream is composed of the spatio-temporal data, GPS locations and times, from smart phones. The GPS location of a case is associated with the physical location where the case is found and reported. On this basis, the cases By the spark engine with a real-time algorithm and the processing of Spark Streaming 1 , such dynamic change of graph can be followed, and structural properties (e.g., degree distribution) and maximum-likelihood fitting can be calculated. With the calculated properties and fitting, the propagation dynamics of an epidemic can be quantized and even the trend of propagation can be predicted. A prediction for an epidemic is based on the actual movements of cases, and with obtained special information of network structure, the prediction will be more effective.
V. OPEN ISSUES AND FUTURE WORK
The above proposed recognition model is based on Spark to process and analyze streaming data and the data-based graph. For developing this model, these open issues need to be studied as future work:
• Building a graph based on spatio-temporal data. Once the spatio-temporal data is persistently input, Spark can process it by Spark Streaming, and further through the graph algorithms of Spark Engine, a dynamic graph is built. From "data" to "graph", there is an important process, "transformation". For a certain problem, such process is with specific requirements, for example, a suitable period of time needs to be confirmed to build the graph that is used to denote the real-time contact network of epidemic propagation.
• Real-time algorithm design based on the framework of Spark. Spark is designed for big data analytics. It means that Spark is a fast and general engine for large-scale data processing. In this engine, the processing is based on parallelization technology, so traditional serial algorithms are not suitably used in here.
• Following the dynamic change of graph. It is necessary to design a real-time algorithm to recognize the structure of dynamic graph and calculate the structural properties of the graph.
VI. CONCLUSION By analyzing the impact of network structure on epidemic propagation dynamics, this article has proposed a model to recognize the dynamic structure of network. This model is based on the ability of Spark to process and analyze streaming data and the data-based graph. The model can calculate: (i) the structural properties of dynamic network, and (ii) the maximum-likelihood fitting for these structural properties. By this calculation, the structure of network can be recognized in real time. Specifically, from the point of view of the future work, we have introduced and discussed the open issues for developing this model.
